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PURPOSE OF THIS GUIDE

This guide explains the complete workflow: configuration, indexing, gallery navigation, searching, filtering, classification, Insight Media
analysis, external comparisons, export, and reporting.
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MEDIA INSIGHT 01 Introduction and Workflow

Introduction and Workflow

1.1 What Media Insight Does

Media Insight is a working environment for analyzing, organizing, searching, and reporting on image and video archives. It is
designed for large multimedia collections where simple file browsing is not enough: the application indexes content, extracts
technical information, builds thumbnails and video frames, stores metadata, enables visual search, and lets the operator clas sify
results without modifying the original files.

The central idea is simple: a folder containing mixed media becomes a searchable archive. After analysis, the operator can search
by filename, path, EXIF data, MD5 hash, Collection, Label, category, GPS coordinates, visual similarity, faces, or analysissults.

Key idea

Media Insight is not only an image viewer. It is a complete analysis workspace that connects indexing, search, classification , comparison,
export, and reporting.

2 Media Insight ——

B2 Analysis Archive

Total media

il = rov

Global Statistics Actve analyses
B yiecome 85

There are 5 analyses in your local database.

AaLYSIS. 0001 asis. oo avsis.s0m ANaLYSis- 0004 ANALYSIS. 0003

coMPLETE COMPLETE COMPLETE

o

tost analisi

PARTIAL

tost-imagos.

mie foto serie 1

show-images.

4138 images - 1017 Videos 253 Images - 6 Videos 231 Imsges -0 Videos 101 Images - 0 Videos 2523 Imsges - 7 Videos
LTI TNy LTI i LLTTIR MR R

@ Database SQLite ready.

Figure 1 - Main screen after launch, with the central workspace and top menu.
1.2 Who Should Use This Guide

User profile Main objective Most useful chapters

Install, activate, configure, and start the first

New user . 2,3, 4
analysis.

Review operator Brows_e the gallery, filter results, classify medla, 6.7.8.9, 10
run slideshow review, and mark relevant items.

Technical analyst Use Ins_lght Media, duplicates, similarity, external 10,12, 13
comparisons, and hashes.

Report manager Export selected material and generate structured 14,16
reports.

Administrator Manage databases, cache, known hashes, and 35,15

maintenance operations.
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MEDIA INSIGHT 01 Introduction and Workflow

1.3 Main Capabilities

9 Automatic indexing of images and videos, including thumbnails, video frames, metadata, MD5 hashes, and searchable
records.

1 Fast gallery navigation with pagination and card-based previews.

1 Text search by filename, path, EXIF, MD5, Collection, Label, and other indexed fields.

1 Semantic search based on visual content, useful when filenames and metadata are not descriptive.

1 Query Builder for multi-condition searches, including attributes, dates, text, Collections, and Labels.

1 Quick filters for EXIF, GPS, faces, video frames, camera model, shooting date, reviewed items, and categories.

9 Word Cloud for discovering recurring filename terms and folder names.

1 Slideshow review mode for fast full -screen navigation through filtered or selected media.

9 Similarity tools for visually similar images and similar faces.

9 Hash duplicate and visual duplicate detection.

9 Geolocation search and KML export when GPS data is available.

1 Insight Media analysis for metadata, OCR, forensic checks, Algenerated image detection, DeepFake checks, and
categorization.

1 External image, face, and MD5 list comparison against the indexed gallery.

1 HTML export, XLSX data export, KnownHash DB export, and investigative report creation.

1.4 Recommended Workflow

Choose storage, working folder, language,

Prepare database mode, and optional LM Studio settings. Stable operating environment.
Analyze the selected folder and monitor CPU,

Index memory, GPU, disk, cache, speed, and time Folder becomes searchable in the database.
remaining.

Review Use gallery-, flllter_s, QueryBuilder, Word Cloud, Relevant media are isolated quickly.
map, and similarity tools.

Classify As§|gn (G il (o o T The archive becomes structured and case-ready.
reviewed status.

Compare isafci):mal images, faces, or MDSlists to find External leads are checked against local data.

Produce e SAEGET il LSRR [ i, Results are shareable and auditable.

Known-Hash DBs, HTML galleries, or reports.

Operational principle

Always keep the original media untouched. Use Media Insight categories, Collections, Labels, reports, and exports to document your work
without altering source files.
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MEDIA INSIGHT 02 Installation, Activation, and Product Information

Installation, Activation, and Product Information

2.1 Before Installation

Before installing or running Media Insight, verify that the workstation is suitable for multimedia analysis and that the sele cted
working folder is writable. A slow or protected working folder can affect database creation, thumbnail generation, video fram e
extraction, and cache performance.

1 Use Windows 10 or later, preferably Windows 11 64bit for current workstations.

9 Use a local SSD or NVMe drive for the working folder, cache, and database when possible.

1 Keep enough free disk space for thumbnails, extracted frames, temporary files, and reports.

9 Update GPU drivers if video indexing or hardware decoding will be used.

1 Prepare MySQL host, port, database, username, and password if you are using a centralized database provider.

2.2 First Launch and Trial Activation

On first launch, the application can present the activation window. The operator can activate the trial by opening the verifi cation
URL, scanning the QR code, and entering the temporary user code shown by the application. The screen also shows the
authorization status and the expiration time of the current request.

€ Media Insight .

[ Analysis Archive

@ Global Statistics ) Active analyses 1?«?7::?.1’;:’”
Welcome. There are 5 analy out local datab 5 il | 6 e

awaLysis- 0001 SIS 002

oaly for the initial Once activated, Meda Insioht works entirely offline.

mie foto show-images

- e

BPBK-VZSL

, Waiting for autharization on your other device.

® Database SQLite ready.

Figure 2 - Trial activation screen with URL, sample code, QR area, status, and expiration time.

Start Media Insight from the desktop shortcut or Start menu.

Open the verification URL on the same computer or on a phone.

Sign in with the appropriate account.

Enter the user code shown in the Media Insight activation window.
Return to Media Insight and wait for the authorization status to update.

gk w DN e

2.3 Product Information

The About window summarizes the product name, version, build, license state, registration information, website, support email
privacy policy, and license links. Capture this screen when requesting support, because it helps identify the exact application build
and license state.
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Figure 3 - About Media Insight window with version, build, license state, website, and support information.

Version and build Useful when reporting bugs or checking whether a feature is available.
License state Shows whether the installation is active, in trial, or not authorized.
Website and email Direct references for documentation, updates, and support.

Privacy and licenses Useful for compliance review and software inventory.
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Configuration

03 Configuration

Configuration is available from Tools > Settings. It controls indexing, database provider, working folder, language, Collections,
Labels, and LM Studio Vision Al. Review these settings before analyzing large archives, because they affect speed, cache usage,
and the quality of later search results.

3.1 Indexing Settings

BrEE

&

5 Preferences

& collections
© Labels

@ W swdio

< > Q Enter text to filter .

Indexing Settings

Enable Known Hash D8

C3 New Analysis

(D Analysis Archive

fasn panazaze m
st
Enable Video Indexing D
VideoSpiitProcesses: | 1 v HWDecoder: CUDANVDEC
&)
Disabie image Indexing
Hide Previews during Indexing
Work Data Location
Use custom work foider
Work oldes
CAUsHS\USMedainsit m m
ose a work foider for this project. Changes apgly ater restart
mages1a
Database provider

® Loadedpage1 of 3

100 ~ Sandard o Selected: 0

Figure 4 - Indexing settings with Known Hash DB, video indexing, hardware decoder, working folder, and database provider.

Enable Known Hash DB

Enable Video Indexing

Video Split Processes

HW Decoder

Disable Image Indexing
Hide Previews during Indexing

Work Data Location

Database provider

Performance rule

Compares indexed media with a known-hash
SQLite database.

Extracts and indexes video information and
representative frames.

Controls parallel video processing.

Uses supported GPU decoding for video
processing.

Skips image indexing.

Reduces Ul previewactivity while processing.

Stores database, cache, thumbnails, video frames,
and temporary data.

Selects local SQLite or MySQL server mode.

Enable when you have a trusted hash reference
list.

Enable when video review and video frame
browsing are required.

Increase only if the workstation has enough CPU,
RAM, and disk throughput.

Keep enabled when drivers and GPU support it.

Use only for video-only workflows or
troubleshooting.
Useful for long runs or lower-end workstations.

Use a fast local disk and avoid synchronized or
slow network folders.

SQLite is easiest for single workstations; MySQL is
better for larger centralized scenarios.

For large archives, separate the source media disk from the working/cache disk. A local NVMe cache reduces thumbnail and frame

loading delays.

CONTENTS
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MEDIA INSIGHT 03 Configuration

3.2 Preferences and Language

The Preferences tab controls the interface language. The language affects windows, menus, tooltips, status messages, analysis
panels, and generated messages. A restart may berequired after changing the language.

< -
C3 New Analysis

BrREE &% @ Analysis Archive

Preferences

B index
Inerface

181 Preferences

Language English

& collections anguage changes app [ English [m]

Halono
S
© Labels &

Deutsch
@ v swdio Frangals

Espafio

® Loaded page 1 0f 3 100 ~ Sandard  ~

Figure 5- Preferences tab with available interface languages.

3.3 Collections

Collections are logical groups. They are ideal for cases, sources, review batches, locations, people, projects, or thematic goups.
Adding a file to a Collection does not move or rename the original file on disk.

< -
C3 New Analysis

BrREE &% @ Analysis Archive

Collections

ate and organize collections for the

Current scope: £\show-images\

£3 Preferences
& collections
© Labels

@ LM Swdio

® Loadedpage1 of 3 100 «  Sundad « o Selecled:0

Figure 6 - Collections management window with Add, Rename, Delete, Import, and Export.

Collection example Recommended use
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Collection example Recommended use

Case-2026-001 Group all material related to a specific investigation or project.
Documents Collect identity documents, contracts, receipts, or paperwork.

Needs second review Group media that should be checked by another operator.

Source device A Group content from the same device, disk, folder, oracquisition source.
3.4 Labels

Labels are flexible tags used for operational status, priorities, short decisions, or review notes. Unlike Collections, Labels are often
cross-cutting: the same Label can apply across several Collections and cases.

< -
C3 New Analysis

BEEE s (D Analysis Archive

Labels
Create and manage labels for the curt

B Index Current scope: f\show-images\

£3 Preferences
I collections
> Labels

@ LM Swdio

® Loadedpage1 of 3 100«  Sandad o Selecled: D

Figure 7 - Labels management window with tag list and management commands.

Label example Recommended use

Reviewed Mark media already checked by an operator.
Important Highlight items to inspect again or include in output.
To verify Flag material that needs additional validation.
High priority Prioritize urgent items in a multi -operator workflow.

3.5 LM Studio Vision Al

The LM Studio integration allows Media Insight to send images to a local OpenAl-compatible vision model and automatically place
matching images into a selected Collection. This is useful for local Al -assisted triage without sending data to external services,
when the model is running on the operator workstation or trusted infrastructure.
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<> a :
D New Analysis

EREE &N & Analysis Archive

LM Studio Vision Al
When enabled, images identified by the model are automatically added 1o your chasen collection. ()

B index

Enable LM Studio Vision A

L
Ao ag
83 Preferences 1
g7 g I collections Connection magea3 oy
Base URL Iapifiocalhost 12341
= © Labels =
@ Wodel [

@ LM Swdio
AP Key

Timeaut (ms) 8000

imaged2 g imagetinpy

® Loaded page 1 of 3 00~ Sandawd - Selected:0

Figure 8 - LM Studio Vision Al configuration with connection fields, model, prompt, and target Collection.

9 Start LM Studio and load a vision-capable model.

9 Enable the OpenAtcompatible local server, commonly available at a local base URL.
1 Enter the Base URL, model, optional API key, and timeout.

9 Write a binary question that requires only YES or NO.

1 Select the Collection that receives images when the model answers YES.

Prompt design tip

Use precise yes/no questions. Example: "Does this image contain an identity document? Answer only yes or no." Avoid vague pranpts
that could produce inconsistent classifications.
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Analysis and Indexing

Indexing transforms a folder into a searchable archive. During analysis, Media Insight recursively scans compatible media,
calculates hashes, extracts metadata, creates thumbnails, optionally extracts video frames, builds visual and facial search data,
and writes records to the selected database. The original files are not modified.

4.1 New Analysis

The New Analysis... command is available from the File menu and the main toolbar. Select a folder and confirm the operation.
Media Insight detects images, videos, and subfolders automatically.

3 New Analysis

CE0BLsN#BE © Analysis Archive

Figure 9 - Top toolbar with New Analysis... and Analysis Archive shortcuts.

Open Media Insight.

Choose File > New Analysis... or press the New Analysis... button.
Select the folder to analyze.

Confirm the operation.

ok wDd R

Monitor progress until the run completes, is paused, or is stopped intentionally.

4.2 Monitoring During Analysis

The monitoring bar helps identify performance bottlenecks while indexing is running. It shows system and process information
such as memory, media disk, cache disk, read/write activity, speed, remaining time, and preview state.

23 Media Insight

File Tools Help
cPU Memory GPUD (| Media Disk (@] Cache Disk (1 Disk /O @ Stop Analysis

5 B6% 1 57% B9% ~ DMB/s

N

Analysis Archive

Paused - 67 / 259 - Resume to continue
Analysis paused | Speed: 15.3 media/s | Time remaining: 13 seconds > Resume 100 « Standard =~ + Selected: 0

L a

Figure 10 - Monitoring bar with CPU, memory, GPU/processing information, disk activity, speed, ETA, Pause, Stop Analysis, and Preview.

Avoid other heavy applications or reduce parallel

High CPU Media analysis is CPUbound.

workloads.

High memory The cache or model pipeline is under pressure. (Clzse GiEr e s ©F Ve & HEC It
more RAM.

Slow media disk Reading source files is limiting throughput. Use faster media storage or reduce simultaneous

disk operations.

Writing thumbnails, frames, or cache is limiting

Move the work folder to an SSD or NVMe drive.
throughput.

Slow cache disk

Disable preview to reduce Uloverhead during long

Preview enabled Ul previews are being updated during indexing. runs

4.3 Folder Already Analyzed

When the selected folder already exists in the database, Media Insight offers to load the existing results instead of analyzi ng the
same files again. This avoids unnecessary processing and helps resume previous work.
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£ Media Insight o

2 Analysis Archive

Global Statistics Active analyses
Bl | weicome There o  snalyses i your focal database 85 i

aaLysis 000 anawvsis 00 ANALYSIS-0003

4 9 Folder already analyzed
= o

compLETE COMPLETE

Results for this folder are ready 10 explore

mie foto

show-images

serie 1

4138 images - 1,017 Videos 253 Images - 6 Videos 231 Images - 0 Videos
LTINS LU DI LLLTTIR NI

[~ I

© Database SQLie ready.

Figure 11 - Folder already analyzed dialog asking whether to load existing database results.

4.4 Resume Partial Analysis

If a previous analysis was interrupted, Media Insight can detect partial results. The operator may open the indexed results, resume
the analysis while skipping already indexed media, or cancel without changing the current state.

£ Media Insight —

3 Analysis Archive

@ Global Statistics Active analyses
Welcome. There are 5 analyses in your local database. 5

incomplete analysis available

An incomplete analysis is available. Review the saved results or continue from
where It stopped

Open
Resume
mie foto show-images Analyze only mex yet indexe
4138 Images 1,017 Videos 25 kmoges - 6 Videos
o o Cancel
LR TR A LT A Return with

® Database SQLHte ready.

Figure 12 - Partial analysis found dialog with Yes, Resume, and Cancel choices.

Best practice

Use the internal Pause and StopAnalysis commands instead of closing the application abruptly. This improves the chance that partial
results are saved correctly and can be resumed efficiently.
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4.5 What Is Stored

Stored data

Filename and path
MD5 hash

EXIF metadata
GPS coordinates
Thumbnails
Video frames
Visual vectors
Face embeddings

Classification data

CONTENTS Complete English Edition

04 Analysis and Indexing

Usefulness

Text search, source verification, and original file location.

Exact duplicate detection and comparison with hash lists or known -hash
databases.

Device, date, camera settings, software, and technical review.

Map search, distance ordering, KML export, and location-based review.
Fast gallery navigation without opening every original file.

Video browsing and review without full playback.

Semantic search, similar images, and visual duplicate detection.
Similar face searches when supported by the analysis data.

Categories, Collections, Labels, reviewed state, and known material flags.

Page 13/ 60



MEDIA INSIGHT 05 Analysis Archive and Database Control

Analysis Archive and Database Control

The Analysis Archive window is the control panel for analyses already performed. It shows previously analyzed folders, indexed
media totals, category statistics, and reviewed counts. It also allows the operator to reopen an existing analysis or remove its
records from the database without deleting the original media from disk.

3 New Analysis

2 Analysis Archive

Analysis Archive

Folder Total Images Videos  Sate Pomography  Restricted  Known Reviewed

fAmie foto\ 5155 4138 1017 5155

0
fAshow-images\ 250 253 6 256 2
fAtest analisiy 101 101 0 101 0

6

f\test-mages\ 26835 2828 7 2828

Images and videos found on drives
Explore w ges and are stor d In

) ot ® K e o Thisfolder O Subfolde

K:\ 43 images 34 videos

F:\ 0O 7573 images 1043 videos
E\ 101079 images 486 videos
C:\ 84896 images 4661 videos

o Similar image search Is ready. 00 - Sundwd - o Se

Figure 13- Analysis Archive window with indexed folder statistics, category counts, reviewed items, and disk media totals.

Folder Original folder path stored in the database.
Total Total indexed items for that folder.

Images Number of indexed image files.

Videos Number of indexed video files.

Safe Items assigned to the Safe category.
Pornography Items assigned to the corresponding category.
Restricted Items requiring restricted handling or review.
Known Items matched against known -hash data.
Reviewed Items manually checked by the operator.

5.1 Opening and Managing Results

Double-clicking an entry, or using the context menu, allows the operator to reopen an archived analysis without running the
indexing process again. The context menu can also remove the selected folder records from the database. This operation does
not delete the original media from disk, but only removes the indexed data and classifications associated with that analysis.
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05 Analysis Archive and Database Control

2 New Analysis

& Analysis Archive

Analysis Archive

Folder Total Images Videos Sate

fAmie foto\ 5155 138 1017 1

f\show-images\ 259 253 6 256

fAtest anatisi\ 01 0 0 0
= f\testmages\ 2835 2828 7

and videos found on drives

y ®Restricted @ K e Thisfolder O Subf

K\ 43 images 34 videos
F\ OO 7573 images 1043 videos
E\ 101079 images 486 videos
C:\ 84896 images 4661 videos

® Similar image search is ready.

Figure 14 - Analysis Archive context menu with Open analysis and Delete folder from DB.

Warning

Before deleting a folder from the database, verify that any needed reports, exports, Collections, Labels, and review decisiors have been

saved or are no longer needed.

5.2 Operational Use of Stati

stics

9 Identify folders with many unreviewed items and prioritize them.

9 Find archives with many Restricted or Known matches for focused review.
9 Detect incomplete workflows by comparing Total and Reviewed counts.

9 Reopen archived work quickly without selecting the original folder again.
9 Use folder statistics during team handover or audit documentation.

CONTENTS Complete English Edition
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MEDIA INSIGHT 06 Gallery Interface and Slideshow

Gallery Interface and Slideshow

The gallery is the main workspace after a folder has been indexed. It combines search, quick filters, category tools, selection tools,
exports, navigation, slideshow review, and media cards in a single view. Pagination keeps browsing responsive even with very
large archives.

<> =
3 New Analysis

OE0OBiN#EB0 2 Analysis Archive

mege 128,55 mezes30.p3 magrsitipg mage023pg mages9pg

o Loaded page 1 0f3 100~ s

Figure 15 - Main gallery with search bar, filter icons, action buttons, media cards, pagination, and status bar.

6.1 Main Areas

Search bar Runs text and semantic searches against indexed data.

Opens advanced conditions for attributes, dates, text, Collections, and

Query Builder button Labels.

Apply instant filters such as EXIF, GPS, faces, video frames, date, map, Word

Quick filter icons Cloud, and comparison.

) Selects pages/results, assigns categories, Collections, Labels, and exports

Selection toolbar .
selected items.

Results area Shows media cards with preview, filename, indicators, and action icons.

Pagination bar Moves between pages without loading all records at once.

Reports loaded GPS points, selected count, search status, and operational
messages.

Status bar

6.2 Media Cards

Each card represents one indexed image, video, or video frame. Cards display a preview, filename, selection checkbox, and qak
indicators. For videos, a representative extracted frame can be used to support browsing and review.
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BERQO® & BERO® E BERO® E BERO® & BEO®@ )

decn0010.jpg decn0012.jpg deen0029.jpg deon0042.jpg decn0038.jpg

E (= ™ @ : & 2o s & @+ & = S

Figure 16 - Media cards with preview, filename, selection box, and top/bottom indicators.

BE@O® E EEROE E BE@O® E
Figure 17 - Top card indicators for source folder, metadata, date, GPS, category, map, and search actions.

= @ : @ B o -

[l

Figure 18 - Bottom card indicators for analysis, Collections, Labels, and status markers.

Indicator/action Typical use

Source folder Open or verify the original folder location.

EXIF/metadata Show available camera and technical data.

Date Filter media captured or stored on a relevant date.
GPS/map Open map actions or geographic proximity tools.

Camera model Group or filter media acquired with the same device.
Similarity icon Find similar images or similar faces when data is available.
Insight icon Open the advanced image/video analysis window.
Collection/Label markers Show manual organization and review status.

6.3 Selection and Bulk Operations

Selection is essential for efficient work. You can select individual cards, the current page, all pages, or current results depending
on the operation. Selected media can be categorized, added to Collections, labeled, exported, or included in reports.
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32 New Analysis

oE0oBiN#EB0 2 Analysis Archive

Collection

e Loaded page10f3 100 ~ Standard =
Figure 19 - Fast assignment of category, Collection, and Label to selected gallery items.

Selection discipline

Before applying a bulk action, confirm the active filter, current page, selected count, and intended scope. Bulk actions should be deliberate
and easy to explain in a review log.

6.4 Slideshow Review Mode

Slideshow opens the current review set in a large full-screen viewer. It is useful when the operator needs to inspect many media
items quickly after filtering, searching, or selecting a result set. The viewer provides Prev, Pause, Next, Monitor, and Clog controls,
and the Space key can be used as a quick mark action where supported by the workflow.

Space = Mark B Monitor X Close (Esc)

Figure 20 - Slideshow review mode with Prev, Pause, Next, Space = Mark, Monitor, and Close controls.
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MEDIA INSIGHT 06 Gallery Interface and Slideshow

Prev / Next Move backward or forward through the current slideshow sequence.

Pause Stop automatic progression while keeping the current image visible.

Space = Mark QU|cI_<Iy mark an item during visual review when the workflow supports
marking.

NRTTGr Keep the review monitor or status panel available during slideshow
inspection.

Close (Esc) Exit slideshow mode and return to the gallery.

Recommended use

Apply a filter, Query Builder condition, Collection, Label, or similarity result first, then start Slideshow. This keeps the visual review focused
on the specific material that matters.
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Search, Query Builder, and Filter by Date

Media Insight provides several search levels: simple text search, semantic search, advanced Query Builder, quick date filters and
combinations with categories, Collections, Labels, GPS, and similarity tools. Use the simplest tool that answers the operational
question, then refine as needed.

7.1 Simple Text Search

The search box accepts filenames, folder paths, EXIF text, MD5 hashes, Collection names, Label names, and other indexed text.
The tooltip explicitly indicates that folder paths and advanced queries are supported, and that English text should be used for
semantic search.

3 New Analysis

Search by filename, path, EXIF, MDS, collection, o label
Folder paths and advanced queries are also supported OE0BLN#EBD B Analysis Archive
Use English text for semantic search

Figure 21 - Search box with tooltip explaining filename, path, EXIF, MD5, Collection, Label, folders, advanced queries, and semantic seah.

Filename IMG_1024 You know part of the file name.

Path or folder Holiday\ 2025 Y_ou need material from a specific source or
directory.

EXIF text Canon You want to locate a camera make, model,
software, or metadata string.

MD5 hash Full 32-character hash You have an exact hash from another source.

Collection Documents You want a logical group created by the operator.

Label To verify You want status or priority tags.

. - . . You want content that visually matches a concept,
Semantic description image of tiger

even if the name does not contain the word.

7.2 Semantic Search

Semantic search finds visually related content from a text description. It is useful when images have generic filenames or missing
metadata. Write concise English descriptions, such as "image of tiger", "car in street", "passport document", "person holding
phone", or "receipt on table".
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mage of tiger [ New Analysis
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Figure 22 - Semantic search results for a visual concept, showing related images in the gallery.

Important difference

Semantic search starts from text and retrieves images that match the concept. Similar Images starts from a specific sample im age.
Visual Duplicates searches for copies or variants of the same image.

7.3 Query Builder

The Query Builder is the best tool for structured questions. It combines blocks with AND or OR and supports attributes, date range,
text search, folder path, Collections, and Labels. For advanced workflows, the search box can also accept SQLlike manual filters
against indexed database fields, including file size, file creation date, file modification date, EXIF data, GPS flags, categries,
selections, Collections, and Labels. This is useful when simple search returns too many results or when you need a precise aulit

trail of the filtering logic.
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Figure 23 - Query Builder with Attributes, Date Range, Text Search, folder, Collections, and Labels sections.
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Analysis Status Restricted, Nudity, Selected, Known Material, Face Count
Media Properties Image Width, Image Height, File Size, Has EXIF Data, Has GPS, Camera
Model.
Date type, From / To values, EXIF Date, Fil€reated, File Modified, and
Date Range . .
optional NOT logic.
Text Search Filename, Path, Folder, and EXIF text.
Collections & Labels Collection and Label filters, including exclusion with NOT.
Combine blocks Use AND to narrow results; use OR to broaderresults.

7.3.1 SQL-Like Manual Filters

When the visual Query Builder is not enough, the search box can be used with SQlike conditions. This is useful for exact filtering,
repeatable review criteria, and audit-friendly searches. Conditions can combine indexed metadata, EXIF fields, GPS flags, file
system dates, file size, categories, selections, Collections, Labels, and text fields.

Operational note

Use the visual Query Builder for routine filtering. Use SQHElike manual filters when you need an exact field expression, a repeatable query,
or a condition that is easier to document in a report or review log.

Database field Example condition

Restricted flag csam csam =0

Nudity signal nudity nudity >0

Known material known_material known_material = 1

Selected items selected selected = 1

Review rank review_rank review_rank >= 2

Face count face_count face_count > 1

MD5 hash md5 md5 = 'abcdef...!

Filename and path file_name, path file_name LIKE '%jpg’ OR path.IKE '%DCIM%'

File size file_size_bytes file_size_bytes BETWEEN 1048576 AND 104857600
File created date file_created_utc file_created_utc IS NOT NULL
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Database field Example condition

File modified date file_modified_utc

EXIF text and camera exif_full_text, exif_camera_model
EXIF and GPS presence exif_is_rich, exif_has_gps

Image dimensions

7.3.2 File Size, File Dates, and EXIF Dates

exif_image_width, exif_image_height

file_modified_utc BETWEEN '202401-01' AND '2024-12-31'
exif_camera_model LIKE '%Canon%'

exif_has_gps=1

exif_image_width >= 1920 ANDexif_image_height >= 1080

The new file fields make it possible to filter media by physical file size and file system timestamps. These fields complemen t EXIF
dates: EXIF dates usually describe when a photo or video was captured or digitized, while file created and file modified dates

describe the file system record stored during indexing.

Objective Example condition

Find files larger than 5 MB

Find files between 1 MB and 50 MB
Require a file creation timestamp
Require a file modification timestamp
Filter by file creation year

Filter by file modification year

Filter by exact file creation day
Filter by exact file modification day
Require original EXIF date

Require digitized EXIF date

Filter by original EXIF date range
Combine GPS and EXIF date

Timeline caution

file_size_bytes > 5242880

file_size_bytes BETWEEN 1048576 AND 52428800
file_created_utc IS NOT NULL

file_modified_utc IS NOT NULL

file_created_utc BETWEEN '202491-01' AND '2024-12-31"
file_modified_utc BETWEEN '202401-01' AND '2024-12-31"
substr(file_created_utc, 1, 10) = '202405-20'
substr(file_modified_utc, 1, 10) = '2024-05-20'
exif_date_original IS NOT NULL

exif_date_digitized IS NOT NULL

exif_date_original BETWEEN '2024€1-01' AND '2024-12-31'
exif_has_gps = 1 ANDexif_date_original IS NOT NULL

EXIF dates and file system dates may differ. When a query is used for timeline reconstruction, reporting, or investigative decision-making,
document whether the filter used EXIF Date, File Created, oiFile Modified.

7.3.3 Operators and Text Matching

Manual filters can use common SQL-style operators. Text fields such as filename, path, camera model, MD5, and full EXIF text can
be searched with LIKE or REGEXP, while numeric and datéke fields can be compared with ranges and comparison operators.

Use for numeric, boolean, and sortable text/date fields.

Combine blocks and exclude unwanted conditions.

Example: file_name LIKE 'MG_%'

Comparison =, <>, >, >, <, <=
Logical combinations AND, OR, NOT
Wildcard text search LIKE

Regular expressions REGEXP

Range filtering BETWEEN ... AND ...

Example: path REGEXP '(?i)dcim|cameralwhatsapp’
Example: file_size_bytes BETWEEN 1048576 AND 104857600

Multiple values IN (...)
Missing or available data IS NULL, IS NOT NULL
Helper functions

Pattern objective
Filename prefix

Image extension
Common camera folders
Camera brands

Software traces

Valid MD5 format

CONTENTS Complete English Edition

lower(), upper(), length(), substr(), instr()

Useful when checking a defined set of values.
Find items with or without a specific stored value.

Example: lower(exif_full_text) LIKE '%photoshop%'

REGEXP example

file_name REGEXP ""IMG_[O|{4}'

file_name REGEXP\'(jpgljpeg|png)$'

path REGEXP '(3dcim|cameralwhatsapp'
exif_camera_model REGEXP '(?i)canon|nikon|sony"
exif_full_text REGEXP '(?i)adobe|photoshop|lightroom’
md5 REGEXP "[d0-9]{32}$'
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Use (?i) inside theregular expression pattern when you want case-insensitive matching, for example (?i)canon|nikon|sony.

7.3.4 Collections, Labels, and Practical Examples

Collections and Labels can be used as short readable filters and combined with field conditions. This makes it possible to
describe the operational question in a compact way while still preserving precise filtering logic.

Operational question

Safe holiday material

People with more than one face
iPhone material requiring review
Beach or lake material

GPS material from a DCIM path
Large selected files
Known-material exclusion
Large high-resolution images
Camera-brand search

Possible edited images

EXIF year range

File modification year range

7.4 Filter by Date

Example query

collection:"Holidays" AND nudity =0

label:"People" AND face_count > 1

exif_full_text LIKE '%iPhone%' AND review_rank >= 2
collection:"Beach" OR collection:"Lake"

exif_has_gps = 1 ANDpath LIKE '%DCIM%'
file_size_bytes >= 10485760 AND selected = 1
file_created_utc IS NOT NULL AND known_material = 0
exif_image_width >= 3000 ANDexif_image_height >= 2000
exif_camera_model REGEXP '(?i)canon|nikon|sony"
lower(exif_full_text) LIKE '%photoshop%'
exif_date_original BETWEEN '20231-01' AND '202312-31'
file_modified_utc BETWEEN '202401-01' AND '2024-12-31'

Date filtering can be done from the quick EXIF Date filter or from the Date Range block in Query Builder. Use EXIF Date wheyou
need the shooting or acquisition date stored by the camera. Use File Created or File Modified when filesystem dates are more

relevant to the review.

XOeo0# OmBEE

July 2021

“ July 2021 »

S MTWTF S

2 New Analysis

OEOBLN#BO [ Analysis Archive

mage103.99 image93.03 mage 109,53

® Loaded page10f 3

Figure 24 - Date filter and calendar-based filtering in the gallery.

EXIF Date
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Date/time stored inside image metadata. Timeline reconstruction based on camera data.
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File Created Filesystem creation timestamp. Review based on acquisition, copy, or file creation

events.

File Modified Filesystem modified timestamp. Det_ect files saved, edited, or transferred during a
period.

From/To Start and end of the date interval. Limit the result set to a specific time window.

NOT Excludes the selected date condition. Find items .OUtSIde a period or without expected
date behavior.

Today / Clear Quick date selection and reset controls. Fast daily review or filter cleanup.

Timeline caution

EXIF dates and filesystem dates may differ. Always document which date type was used when the result contributes to a timelin e, report,
or investigative decision.
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Quick Filters, Categories, Collections, and Labels

Quick filters are instant switches that change gallery content without opening a complex tool. They can be combined with text
search, Query Builder, categoriesCollections, Labels, and selection.

Image Filters

Image Selection

Similarities

Set Category

Set Collections

Set Labels

Ltilities

Image f Video Analysis

Slideshow

Figure 25 - Context menu for image filters, image selection, similarities, categories, Collections, Labels, utilities, and analysis.
8.1 Main Quick Filters

All Restores the default gallery view for the current folder.

Selected Shows the currently selected items.

By EXIF Shows only media with EXIF metadata.

By GPS Shows only media with valid geographic coordinates.

By Faces Shows images where at least one face is detected.

By Video Frames Shows frames extracted from indexed videos.

By Camera Model Filters or groups media by acquisition device.

By Date Taken Uses available date information to isolate timeline -related material.
Reviewed Shows items already checked by the operator.

8.2 Categories

Categories provide a high-level classification that can be applied from the toolbar or context menu. The interface uses Safe,
Pornography, Restricted, and Known indicators. Categories support rapid triage and can later be used for filtering, reporting, or
export.
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By Camera Model
Set Labels
By Date Taken

©
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Utilities Reviewed
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Figure 26 - Category menu with Restricted, Pornography, Known, and Safe filters.

Safe Reviewed or automatically classified as not requiring restricted handling.
Pornography Material assigned to the corresponding content category.
Restricted Material requiring special review, handling, or limited access.

Material matched through known -hash databases or known material

Known
workflows.

Classification discipline

Define category use before review starts. Consistent category rules make exports and reports easier to interpret later.

8.3 Collections and Labels in Daily Review

Collections and Labels complement categories. Use Collections for case-level grouping and Labels for status or decision tags.
The same media item can belong to one or more Collections and can carry multiple Labels depending on the workflow.

9 Use a Collection to say where an item belongs: case, source, folder group, or work package.

1 Use a Label to say what should happen next: Reviewed, To verify, Important, Export, or Followp.
1 Apply categories first for broad triage, then Collections and Labels for operational organization.

9 Use filters to verify that all selected items received the expected classification.
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Word Cloud

The Word Cloud feature is a discovery tool for filename terms and folder names. It helps the operator identify recurring term s,
series names, device prefixes, project words, or directory labels that may not be obvious from individual cards. It is especially
useful when an archive is poorly organized but flenames contain meaningful fragments.

[ New Analysis

XYO@O0# OmBEE N OE0RLM#EBE [ Analysis Archive

@ Word Cloud a @ @

wain1  chatgpt  sora E’serie‘l Pyseie2  F3video

megetzpg mage103p3 image91.09 mage109.p3

o Loaded page 1 0f3 100~ s

Figure 27 - Word Cloud popup showing recurring filename terms and folder tags with zoom controls.
9.1 What the Word Cloud Shows

Words extracted from filenames that appear repeatedly in the current result

Filename terms

set.
Folder tags Folder names shown as always visible discovery anchors.
Tag count Number of available tags in the current cloud.

Default information indicates that file terms appear in at least a defined

Frequency threshold ———— -
Zoom +/ - Increases or decreases the visual scale of the cloud.

Selecting a tag can be used to focus the gallery on that term or folder-related

Clickable tags result.

9.2 When to Use It

1 When filenames contain patterns such as series names, usernames, camera names, exports, or project labels.
1 When a text search is too specific and you want to discover candidate terms first.

1 When reviewing a large folder and looking for natural clusters before assigning Collections or Labels.

9 When a folder hierarchy may be meaningful and should be used as part of the review logic.

Practical workflow

Open Word Cloud, identify recurring terms, click apromising term, review the filtered results, then assign a Collection or Label if the group
is operationally meaningful.
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Similarity, Faces, Duplicates, and Utilities

Similarity and utility tools answer questions that text search cannot answer. They help find visually related images, similar faces,
exact hash duplicates, visual duplicates, unclassified related material, and practical file information from the gallery cont ext menu.
Use these tools after indexing has completed and the gallery has loaded the relevant folder or filtered result set.

10.1 Similar Images

Similar Images starts from a selected or right -clicked gallery item and searches for visually related images. It can identify images
with similar content even when filenames, folders, and metadata are unrelated.

[ New Analysis

YO@O0# BHmRBE @& N OE0RBiM#80 [ Analysis Archive

® Loaded page 1 of 3 100 ~ sundard - (]

Figure 28 - Similar Images result set showing visually related gallery items.

1 Right-click an image or use the relevant card action.

9 Choose Similar Images.

1 Review the returned gallery for related content, variants, orrepeated visual themes.
1 Use Collections or Labels to mark confirmed relationships.

10.2 Similar Faces

Similar Faces uses facial data extracted during indexing. It is useful when a person may appear in multiple images, with diff erent
filenames or folders. The feature requires a face embedding for the selected image and indexed face data in the current folde r.
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Figure 29 - Similar Faces result set with candidate face matches.

Review caution

Similarity and face results are investigative leads, not final conclusions. Confirm visually and document the criteria used b efore reporting
a match.

10.3 Similarity Context Menu and Exclusion Modes

The gallery context menu includes a Similarities group. In addition to the normal Similar Faces and Similar Images commands, it
also provides filtered similarity modes that exclude results already assigned to a Label or already placed in a Collection. This is
important during progressive review: without exclusion, the same already-classified matches may keep appearing, slowing
discovery of new material.

Similar Faces

Similar Images

Similar Faces Without Label

Similar Images Without Label

Similar Faces Without Collection

Similar Images Without Collection

Figure 30 - Similarities context menu with standard and exclusion -based similarity commands.

Similar Faces Find candidate face matches for the selected item.

Similar Images Find visually related images for the selected item.

Similar Faces Without Label Find similar face results while excluding items that already have a Label.
Similar Images Without Label Find similar image results while excluding items that already have a Label.

Find similar face results while excluding items already assigned to a

Similar Faces Without Collection ;
Collection.

Find similar image results while excluding items already assigned to a

Similar Images Without Collection )
Collection.
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Why exclusion modes matter

Use the Without Label or Without Collection commands after you have already classified a first group of matches. The next sim ilarity pass
focuses on still -unorganized results instead of repeatedly returning the same already-reviewed material.

10.4 Duplicates and Utilities Menu

The Ultilities group in the context menu centralizes copy commands, folder access, duplicate searches, export, and delete
operations. It is designed for fast actions on the current item or current selection without leaving the gallery.

Copy Filename
Copy Folder Path
Copy File Path
Copy MDS Hash

Copy Image

Open Folder

Find Hash Duplicates
Find Visual Duplicates

Find Collection Visual Duplicates

Export Selected

Figure 31 - Utilities context menu with copy commands, duplicate search, export, and delete actions.

Utility command Use

Copy Filename Copies only the visible file name for notes, searches, or reports.

Copy Folder Path Copies the containing folder path.

Copy File Path Copies the complete path to the selected file.

Copy MD5 Hash Copies the MD5 fingerprint for hash comparison or documentation.

Copy Image Copies the image preview to the clipboard for quick communication or
documentation.

Open Folder Opens the file location on disk.

Export Selected Exports the currently selected items through the export workflow.

Deletes the selected items according to the application workflow and user

Delete Selected T
permissions.

10.5 Hash and Visual Duplicate Detection

Duplicates can be identified in two main ways. MD5 duplicates are exact binary matches: they are fast and reliable for identical
files, but they do not catch resized, recompressed, or edited versions. Visual duplicates compare image content and can reveal
variants that are not hash-identical.

Find Hash Duplicates Files with the same MD5 hash. Very fast and exact. Misses modified copies.

Content-level duplicates or variants Catches resized, recompressed, or

Find Visual Duplicates Requires visual confirmation.

across the current scope. visually similar copies.
. . ) . Visual duplicates inside a specific Useful for case-specific cleanup and  Limited to the chosen Collection
Find Collection Visual Duplicates . : . :
Collection or case grouping. category-like review groups. scope.
Similar Images Without Related images excluding already Helps discover untagged or Depends on consistent
Label/Collection organized items. uncollected related material. Label/Collection use.

Duplicate strategy

Start with Find Hash Duplicates for exact copies. Then use Find Visual Duplicates or Find Collection Visual Duplicates to locate resized,
recompressed, cropped, or visually similar variants that would not share the same MD5 hash.
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Geolocation and Map Search

When media contain GPS data, Media Insight can support geographic review. The map tool can load GPS points, let the operator
click a point, and apply a radius-based filter. The toolbar text indicates a 10 km radius for location filtering.

[ New Analysis

O@0oBsn#80 [ Analysis Archive

Select a point on the map, choose a radius, then apply - =
@e . B@0e BEEERO® B BB i)

® Loaded page10f3 100 ~ BRI Selected: 3

Figure 32 - Map search panel with GPS points, map controls, and gallery results.

11.1 Typical Geolocation Workflow

Apply the GPS quick filter to show only media with coordinates.
Open the map/location filter.

Wait until GPS points are loaded.

Click a point on the map.

Press Apply to filter or order media around the selected location.

2 e o

Review results and assign Collections, Labels, or report selections as needed.

GPS quick filter Shows only items that contain valid coordinates.

Open Google Maps Opens the selected coordinate in a browser map when available.
Find nearby images Sorts or filters images by proximity to a selected point.

KML export Exports selected GPS points to a KML tour for mapping tools.

Geolocation caution

GPS coordinates can be missing, wrong, removed by editing software, or inherited from another device workflow. Treat GPS data as
technical evidence to verify, not as a standalone conclusion.
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Insight Media: Image and Video Analysis

Insight Media is the single-item analysis workspace for images and videos. It combines visual review, file and metadata
inspection, compression and manipulation indicators, camera -source analysis, OCR, and modebased generative-content checks.
The source file is not modified. Open the workspace from the analysis action on a gallery card or from the gallery context me nu.

12.1 Workspace and Common Commands

Image View displays the active image at its original aspect ratio inside the central workspace. The left navigation panel gro ups
every analysis module, while the top bar provides Open File, Export, Report, fubcreen, and settings commands. The status bar
identifies the source type, filename, and containing folder so that exported results remain connected to the item being revie wed.

€3} MEDIAINSIGHT (B overview

(B overview v

B Metadata v
[ Fileteader
B Metadata Details

[8 Thumbnail Check

< Social Media v

Social Media Detection

(&) 1mage Analysis v
$#f Double JPEG & Grid
@ JPEG Ghost Detection
[ ] Quantization & Huffman Check
i Emor Level Map
© contrast Adjustment
|0 clone Detection
Y Fitter Detection

4} Resampling Check

[G) Camera Source v
@ PRNU Fingerprint

B ocr v

Tr ©ract Text

(18 Generative image Detection v

® Ready  Source: Local Fle  dscn0012jpg

Figure 33 - Image View with the complete analysis navigation, common commands, and source status.

9 Use Open File to analyze a single external item without leaving the workspace.
9 Use Export or Report after reviewing the current module output and confirming the correct source item.
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12.2 Video Playback arfdepresentativeFrame Analysis

When the selected item is a video, the central area becomes a media player. The operator can play or pause the file, move alag
the timeline, review elapsed and total duration, jump backward or forward, change playback speed, control audio, and capture a
still image. Playback supports temporal review; the forensic modules in the navigation panel remain image -based.

€

9 MEDIA INSIGHT (B overview > (2 image View

Tr Extract Text

(8 Generative Image Detection

sora-sora chatgpt-04.mpd

Figure 34 - Video mode with timeline, playback, navigation, speed, audio, and snapshot controls.

Representative-frame rule

For a video, all metadataindependent image analyses in this chapter are performed on the representative frame associated
with the video, not on every frame and not on the temporal sequence as a whole. Results therefore describe that frame only and
must not be generalized to the entire video without reviewing additional moments or extracted frames.
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12.3 Analysis Navigation Map

The navigation panel follows a stable operational order: view the item, inspect its structure and metadata, evaluate possible
platform processing, run image -forensic checks, examine camera-source evidence, extract text, and finally review model-based
generative-content indicators. Expand or collapse each group with the arrow at the right of its heading.

[B Overview v
@ Metadata v
[©3] File Header

B Metadata Details

(& Thumbnail Check

< Social Media A

Social Media Detection

@ Image Analysis N
$ Double JPEG & Grid
® JPEG Ghost Detection
[ ] Quantization & Huffman Check
m Error Level Map
@ Contrast Adjustment
Ll:l Clone Detection

Y Filter Detection

11 Resampling Check

@ Camera Source v
(@ PRNU Fingerprint

T ocr v

UE Generative Image Detection N
® DeepFake Check

Iy Al-Generated Check

Figure 35 - Complete Insight Media navigation for image and representative -frame analysis.

Group Available functions

Overview Image View
Metadata File Header; Metadata Details; Thumbnail Check
Social Media Social Media Detection

Double JPEG & Grid;JPEG Ghost Detection; Quantization & Huffman Check; Error Level Map

Image Analysis . . . . .
g Y Contrast Adjustment; Clone Detection; Filter Detection; Resampling Check

Camera Source PRNU Fingerprint
OCR Extract Text
Generative Image Detection DeepFake CheckAl-Generated Check
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12.4 Metadata and File Structure

Metadata tools separate logical metadata values from the underlying byte structure. Use them together: the parsed table is
efficient for review, while header-level inspection helps verify where values are stored and whether the file structure is coherent.

12.4.1 File Header

File Header presents the file as offsets, hexadecimal bytes, character data, and interpreted JPEG/EXIF structures. Recognized
markers, IFD entries, tags, data types, lengths, offsets, and decoded values are aligned so that the operator can trace a meadata
value back to its physical location in the file.

MEDIA INSIGHT S Metadata > [ File Header

------- 1FD0-02 Model
Tag ID: 0x0110
|1-.... | Format: string[14]
Size: 14 byt
<-4 Value offset: 0x00c4
File offset: 0x0040
| Valye: COOLPIX

5 Metadata petais

(8 Thumbnail Check

< Social Media v

Social Media Detection

(&) image Analysis v
$#t Double JPEG & Grid

@ JPEG Ghost Detection

[ ] Quantization & Huffman Check

A Emor Level Map .
© convast Adjustment
|0 Cione Detection

Y Fite Detection

1, Resampling Check

[G) Camera Source v
@ PRNU Fingerprint

1 ocr v

Tr ExractTen

(I8 Generative image Detection v

e dscn0012pg Folder serie 1

Figure 36 - File Header with hexadecimal data and parsed JPEG/EXIF structures.

1 Use it to confirm signatures, segment order, byte order, tag offsets, and the presence of malformed or unexpected structures.
1 A structural anomaly is an investigative lead; it is not proof of manipulation without comparison to the file format and sour ce
workflow.
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12.4.2 Metadata Details

Metadata Details organizes extracted values into Group, Description, and Value columns. Typical groups include system
information, file properties, IFDO, ExiflFD, GPS, and other formaspecific sections. Scroll through the table to review dimensions,
encoding, camera make and model, software, timestamps, orientation, exposure data, and any other available fields.

e

-;9 MEDIA INSIGHT

(B overview h E Metadata Details
(= 1moge View
Group Description Value
S metadata v
System FileCreateDate 2025408:29 O7:58:48 +02:00
[ File Header
File BitsPersample 8

file ColerComponents 3

(2 Thumbnail Check

Fie EncodingProcess [
< Social Media v Fie ExibyteOnder )
‘Social Media Detection File ImageHeight 480
File ImageWidth 640
[E] 1mage Analysis v
File CbCrSubSampling 21
$# Double JPEG & Grid
1¥00 ImageDescription
@ JPEQ Ghost Delection geOespd
1FD0 Wiake NIKON
[ ] quantization & Huffman Check
IF00 Model COOLPIX PE000
i Emor Level Map
~ IFD0 ModifyDate 20051101 21:15:07
@ Contrast Adjustment
1¥00 Orientation 1
|0 clone Detection
1FD0 ResolutionUnit 2
Y Filter Detection
IF00 Software Nikon Transter 1.1 W
4y Resampling Check
IFD0 XResclution 300
[G] camera Source v
IFDO YCbCrPositioning 1
@ PRNU Fingerprint
IFDO YResolution 300
I ocm v EXifiFD ColorSpace 1
Tr Exiroct Text EdfFD ComponentsConfiguration 1230
(B Generative Image Detection v
* Ready Seurce: Local Fle  dsen012.jpg Folder serie 1

Figure 37 - Metadata Details with grouped technical and EXIF fields.

1 Compare timestamps, software identifiers, dimensions, orientation, and camera fields for internal consistency.
9 Missing or contradictory metadata may result from editing, export, messaging, privacy removal, or normal device behavior.
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12.4.3 Thumbnail Check

Thumbnail Check extracts the embedded preview, reports its dimensions and extraction method, and compares it with the
reconstructed visible image. The Difference Map highlights pixel-level variation between the two representations, while the
information panel records original, extracted, and raw-thumbnail sizes and the current status.

@

':_9 MEDIA INSIGHT © Metadata > [8 Thumbnail Check

(B overview

(W

Thumbnail Check m

Metadata v 640 48 640 x 48
8 Extracted Thumbnail SaE Difference Map SR

File Header
B Metadata Details
(2 Thumbnai Check
<, Social Media v

ocial Media Detection
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Figure 38 - Thumbnail Check with the embedded thumbnail, difference map, and extraction information.

1 Use the comparison to identify an outdated preview, a thumbnail that depicts different content, or unusually large difference s.
9 Compression, scaling, color conversion, and thumbnail-generation methods can create legitimate differences.
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12.5 Social Media Detection

Social Media Detection computes a DQT fingerprint from JPEG quantization information and compares it with known processing
signatures. The result panel can report a matching label and pipeline, while the technical panel records the computed fingerprint,
Start of Frame (SOF) mode, chroma subsampling, image headers, and other comparison values.

Figure 39 - Social Media Detection with signature result, DQT fingerprint, and JPEG header information.

1 A match may indicate that the image was processed or re-encoded by a recognized platform or pipeline.
9 No match does not establish originality: platform versions, upload paths, subsequent edits, and unsupported signatures may

change the encoding.

CONTENTS Complete English Edition Page 39/ 60































































